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Abstract Databases are foundational components in computer services. However, perfor-
mance anomalies can damage service quality. How to diagnose performance anomalies in
databases has become a hot problem in industry and academia. Recently, a series of automated
anomaly diagnosis methods have been proposed. They analyze the runtime status of the database
and find the most likely anomalies. However, with the expansion of data scale, distributed
databases are becoming increasingly popular in enterprises. In a distributed database, which is
composed of multiple nodes, existing anomaly diagnosis methods struggle to effectively locate
anomalies that can occur on nodes, and fail to identify compound anomalies across multiple
nodes, resulting in insufficient diagnostic capabilities. To address these challenges, we propose
an anomaly diagnosis method for compound anomalies in distributed databases, DistDiagnosis.
It models the anomalous state of distributed databases by using a compound anomaly graph,
which not only represents anomalies at each node but also captures the correlations between
nodes. DistDiagnosis introduces a correlation-aware root cause ranking method, locating root
cause anomalies based on the relation between nodes. In this work, we construct anomaly testing
cases for different scenarios on the domestically developed distributed database OceanBase. The
experimental results show that DistDiagnosis outperforms other SOTA baselines, achieving the
AC@1, AC@3, and AC@5 values of 0.97, 0.98, and 0.98, respectively. Compared to the
second-best method, DistDiagnosis improves accuracy by up to 5.20%, 5.45%, and 4.46%,
respectively.

Keywords distributed database; anomaly diagnosis; root cause analysis

Citation Xiang QF, Shao YX, Xu QQ, Yang CH. Distributed database diagnosis method for compound
anomalies, International Journal of Software and Informatics, 2025, 15(1): 115–137. http://www.ijsi.org/
1673-7288/348.htm

A database management system is an important basic component of computer services,
which plays a key role in Internet, finance, government units, scientific research institutions,
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and other social sectors. In the actual use of databases, sudden performance decline may occur
due to complex factors such as changes in query patterns and inefficient table schema, which
results in performance anomalies. At this point, the service quality of the database system
will be seriously damaged, and downstream business will be affected. Thus, it is necessary to
diagnose the root causes of anomalies in time and effectively upon the occurrence of database
performance anomalies. Since the traditional database anomaly diagnosis process relies heavily
on the expert knowledge of the database administrator, the effectiveness of diagnosis is difficult
to be guaranteed.

In recent years, to avoid the tedious manual diagnosis process, a series of automated
anomaly diagnosis methods have been proposed[1]. Benefiting from the powerful ability of
machine learning, these diagnosis methods can automatically analyze the performance metrics
of databases, judge their running state, and detect the types of anomalies. For example, the
diagnosis methods such as DBSherlock[2] and AutoMonitor[3] diagnose anomalies by analyzing
the performance metrics of centralized databases, provide the overall running state of the
databases, and determine the types of anomalies.

However, with the increasing complexity of the software systems and the expansion of
data scale, single-machine databases cannot meet the growing business demand. Distributed
databases possess data processing ability far beyond that of single-machine databases by
managing multiple servers at the same time and take into account the balance between
performance and fault tolerance, becoming a popular choice in industry[4]. However, due
to the complexity of managing distributed database clusters, the identification and diagnosis of
performance anomalies become increasingly challenging. The traditional anomaly diagnosis
methods for single-machine databases face the following problems in distributed scenarios.

(1) How to accurately locate anomalies in distributed databases at the node level. A
distributed database is composed of multiple nodes, and user queries are executed
by the cooperation of different nodes. Overall performance anomalies of distributed
databases may be caused by single-node anomalies or multi-node anomalies[5]. The
existing anomaly diagnosis technology mainly makes analysis on the database level. It
focuses on how to judge the overall running state and anomaly type of databases, but fails
to locate the performance anomalies of nodes effectively. For example, AutoMonitor
can only determine the anomaly type of a database as a whole according to the change
characteristics of the performance metrics. Depending on different user queries and
corresponding distributed execution plans, complex correlations exist among database
nodes during operation. The existing diagnosis methods cannot perceive the interaction
between nodes, and there is no effective approach to locate anomalies at the node level.

(2) How to conduct a root cause analysis of compound anomalies in distributed databases.
When performance anomalies occur, the reasons for the anomalies may not be single,
and the anomalies may be composed of multiple specific types of anomalies[6]. For
example, when the throughput of a database decreases, a central processing unit (CPU)
bottleneck and an Input/Output (IO) bottleneck may occur at the same time. The existing
database diagnosis technology cannot well diagnose compound anomalies, showing a
low accuracy. Additionally, in distributed databases, compound anomalies are more
complicated, which may be composed of multiple types of anomalies produced at multiple
nodes. The specific definitions and examples of compound anomalies can be found
in Section 2.2. The existing methods do not consider how to diagnose compound
anomalies at the node level when dealing with compound anomalies. For instance,
DBSherlock does not consider the distribution of specific anomalies on database nodes
when diagnosing compound anomalies, thus failing to effectively handle compound
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anomalies in a distributed environment.
To address the above problems, an anomaly diagnosis method for compound anomalies

in distributed databases is proposed in this paper, named DistDiagnosis, which realizes the
root cause analysis of anomalies at the node level. Firstly, a graph-based anomaly modeling
method is proposed for distributed databases, and a compound anomaly graph is constructed to
abstract the running state of the distributed database, which effectively captures the relationship
between nodes of the distributed database. For each distributed node, a multi-label classification
technology is used to identify the anomalous states of single nodes. Secondly, a correlation-
aware root cause ranking method is developed. It comprehensively utilizes the anomaly types
of single nodes and the correlation between a node and the other nodes to rank all possible
anomalies and generate a root cause sequence composed of ⟨node, anomaly⟩ pairs, so as to
realize effective diagnosis of compound anomalies on nodes. In summary, DistDiagnosis can
consider the anomalies on nodes and the relationship between nodes in anomaly diagnosis,
which has a higher diagnostic accuracy than traditional diagnosis methods.

The main contributions of this paper are summarized as follows.
(1) A graph-based anomaly modeling method for distributed databases is proposed. It

constructs a compound anomaly graph according to the runtime index of each node in
a distributed database, combines with a single-node anomaly diagnoser to abstract the
running state of the distributed database, and captures the relationship between nodes in
the database and the anomalies of individual nodes.

(2) The correlation-aware root cause ranking technology is designed. The weighted
PageRank method is used to evaluate the influence of nodes in the compound anomaly
graph, and the nodes that have great influence on the database are identified. The
importance of nodes in the overall system anomaly is calculated by comprehensively
utilizing their influence and anomaly probabilities. On this basis, the final root cause
sequence is generated.

(3) With the use of the above technology, we develop an intelligent anomaly diagnosis
method DistDiagnosis for distributed databases. The experimental results show that the
DistDiagnosis scheme has obvious advantages in various anomaly scenarios, and the
effect of DistDiagnosis in anomaly diagnosis of distributed databases exceeds those of its
counterparts, with its highest AC@1, AC@3, and AC@5 reaching 0.82, 0.86, and 0.92,
respectively.

In this paper, Section 1 introduces the related work and research status of database
anomaly diagnosis. Section 2 provides the basic knowledge, including distributed databases and
distributed database anomaly diagnosis studied in this paper. Section 3 outlines the proposed
method DistDiagnosis. Section 4 presents the proposed graph-based anomaly modeling method
for distributed databases. Section 5 describes the designed root cause ranking technology.
Section 6 verifies the effectiveness of DistDiagnosis experimentally. Section 7 makes a
conclusion of the paper.

1 Database Anomaly Diagnosis Related Work
At present, a series of studies have been conducted on database anomaly diagnosis, which

fall into three categories according to their diagnostic criteria[1], including time-based analysis,
log-based analysis, and performance metrics-based anomaly diagnosis technology. Time-
based analysis focuses on analyzing the execution time indicator in the database, which cannot
effectively utilize the monitoring ability of the database and is difficult to migrate to different
database systems. Log-based analysis judges the occurrence of anomalies by using the event
records in the logs, and its anomaly detection effect depends on the predefined detection rules
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and log granularity. The anomaly diagnosis technology based on performance metrics can
easily access the metric interface provided by the database without the need for database system
modification. Its extra overhead is relatively low, and is considered as a general and mainstream
approach. In this paper, we mainly discuss the database diagnosis work based on performance
metrics, and the proposed DistDiagnosis is also a diagnostic method based on metrics.

According to the differences of technical routes, the existing database anomaly diagnosis
methods based on performance metrics can be mainly divided into two categories: rule-based
diagnosis technology and machine learning-based diagnosis technology.

1.1 Rule-based diagnosis technology
Yoon et al.[2] proposed a database performance diagnosis framework, DBSherlock, which

can help users to analyze anomalies. In the use of DBSherlock, the abnormal areas in the
time series of metrics need to be first selected manually. Then, according to the differences
in values of metrics between normal areas and abnormal areas, DBSherlock generates a series
of predicates for judging the state of the database through the causal model. In root cause
analysis, DBSherlock determines the current running state of the database by judging whether
the predicates are satisfied currently. Finally, DBSherlock takes the current state of the database
and the satisfaction of metric predicates as a root cause analysis report to help users locate the
root causes of anomalies.

ISQUAD[7] focuses on diagnosing slow queries in the system and performes root cause
analysis based on the change patterns of performance metrics. First, it identified the peaks and
abrupt changes of metrics with the methods of robust threshold[8] and T-test[9], so as to find out
the metrics with abnormal change patterns. Then, ISQUAD identifies the metrics with high
similarity with the clustering method and further analyzes them with the Bayesian case model.
In the actual diagnosis, ISQUAD judges the current anomaly type of the database by the anomaly
scores of the metrics and presents the users with the abnormal metrics as the root causes.

Dundjerski et al.[10] proposed an automated anomaly diagnosis system for Azure SQL. The
system consists of three different kinds of models: generic models, categorization models, and a
rule-based expert system. The generic models are used to deal with unexpected behaviors of the
database, such as query timeout, database timeout, and execution exception. The generic models
calculate anomaly scores according to monitoring data and compare them with the predefined
benchmark value. The categorization models aim to provide users with anomaly explanations
by monitoring the specific patterns of data. The expert system accurately distinguishes specific
anomalies through predefined judgment statements. Through the cooperation of these different
diagnosis models, the anomaly diagnosis system can finally locate and analyze root causes of
different real anomalies. However, these models are difficult to be transferred to other database
systems, namely that their universality is relatively weak.

1.2 Machine learning-based diagnosis technology
Jin et al.[3] proposed AutoMonitor, which is a lightweight automated diagnosis framework.

Firstly, AutoMonitor uses an LSTM-based autoencoder[11] to detect whether there is any
performance anomaly in the database at the moment. After discovering an anomaly in the
database, AutoMonitor uses Kolmogorov-Smirnov test method to calculate anomaly scores for
all monitoring data and forms the anomaly vector of the database. Finally, it determines the
anomaly type of the database by calculating the K-nearest neighbor (KNN) between the anomaly
vector and the trained anomaly vector. Experiments demonstrate that the effectiveness of root
cause analysis in AutoMonitor, leveraging machine learning, outperforms that of DBSherlock.

Huang et al.[6] designed a benchmark test suite, DBPA, for anomaly diagnosis. In view of
the lack of evaluation standards in the field of database diagnosis at present, they designed a
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portable anomaly data collection framework and open-sourced the root cause analysis dataset
on MySQL and PostgreSQL. In DBPA, they used XGBoost[12], random forest[13], and other
machine learning models for root cause analysis. The diagnostic effects of different methods
were compared. However, the dataset establishment by DBPA and its test experiments were
mainly carried out in single-machine scenarios without the consideration of more complex
anomalies in distributed scenarios.

Zhou et al.[14] proposed D-Bot, a database diagnosis method based on a large language model
(LLM). They designed a tree-based LLM diagnosis process and utilized prompt engineering for
guiding the model to gradually analyze database metrics. At the same time, D-Bot provides
a collaborative diagnosis process. Different LLM experts are engaged to diagnose different
anomalies in the database, and the overall diagnosis process is promoted through the cooperation
among experts. A summary report on performance anomalies of the database is finally generated
by leveraging the analysis ability of LLM. The report generated by D-Bot describes the current
performance anomalies and their corresponding explanations. However, its analysis process
does not take into account the multi-node characteristic of distributed databases, and the final
report cannot effectively describe anomalies in distributed databases.

In summary, most of the existing anomaly diagnosis work mainly focuses on the diagnosis of
single-machine databases, ignoring the diagnosis scenarios of distributed databases. In addition,
the existing methods insufficiently support the diagnosis of compound anomalies with a low
diagnostic accuracy.

In addition to the above-mentioned anomaly diagnosis work, several anomaly detection
methods targeting distributed environments have been proposed, such as DBCatcher[5],
AutoMAP[15], and Perseus[16]. However, these methods mainly focus on how to detect whether
there is an anomaly in the system but not on diagnosing specific types of anomalies. For example,
DBCatcher holds that there is a correlation between database nodes and selects the most likely
nodes on which anomalies occurred depending on correlation changes. AutoMAP establishes a
service behavior graph according to distributed micro-service nodes and adopts a random walk
technology, through which AutoMAP can select nodes that are accessed more frequently and
are more prone to generating anomalies. Perseus was designed in response to the “slow failure”
phenomenon in large distributed storage systems. Anomalies are found by using a lightweight
regression model and dynamic threshold adjustment technology. These anomaly detection tasks
are different from the main research objectives of this paper: we mainly focus on analyzing the
root causes of anomalies in the database and clarify anomaly types on nodes.

2 Basic Knowledge
2.1 Distributed databases

Distributed databases provide the capability to manage large-scale server clusters and
support distributed data storage and processing. For example, in the OceanBase[17] distributed
database, its cluster is composed of multiple peer OBServer nodes, and user tables can be stored
as partition tables on each OBServer node. The queries for such data tables stored in a distributed
manner can generate corresponding distributed execution plans, which are then distributed to
nodes for execution. Since each node in a distributed database can undertake data processing
tasks, anomalies on any node may have a negative impact on the overall execution performance
of the database. Compared with traditional centralized databases, distributed databases need to
face more complex and diverse performance abnormality scenarios.

According to the nature of nodes in clusters, distributed databases can be divided into two
types: being constituted by peer nodes or by non-peer nodes. For example, OceanBase based
on the Shared-Nothing architecture is composed of complete peer Observer nodes. Spanner[18]
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cluster processes user requests through a peer Span Server; the TiDB[19] cluster can be composed
of non-peer nodes such as row-based storage nodes and column-based storage nodes. In this
paper, we mainly discuss the distributed databases composed of peer nodes.

2.2 Performance anomalies of distributed databases
In the existing database anomaly diagnosis work, performance anomaly scenarios of

databases are generally divided into ordinary anomalies and compound anomalies[6].
Ordinary anomalies refer to situations where the entire database experiences a specific

anomaly, such as CPU or I/O bottlenecks in a single-machine database.
Compound anomalies refer to performance anomalies of the database which are caused by

two or more anomalies at the same time, such as concurrent CPU bottleneck and I/O bottleneck.
In single-machine database diagnosis, the input of the anomaly classifiers designed by the

existing schemes is the monitoring metric of the database as a whole, and the corresponding
output is the anomaly type of the whole database. For example, when the performance of a
centralized database declines due to the shortage of CPU computing resources, the existing
anomaly classification methods judge that the database is in the state of CPU bottleneck.

In distributed databases, performance anomaly scenarios become more complicated. As
a distributed database is composed of multiple nodes and there are influence relationships and
logical correlations between the nodes, performance anomalies may occur on multiple nodes of
the distributed database. Figure 1 depicts the complex anomalies that may exist in distributed
databases, including single-node anomalies, multi-node anomalies, and compound anomalies.

Single-node
anomaly

Multi-node
anomaly

Compound
anomaly

Figure 1 Complex anomaly scenarios in distributed databases

• Single-node anomaly: a specific anomaly occurs on a single node in a distributed database,
e.g., the CPU bottleneck occurring on Node 3 in Figure 1.

• Multi-node anomaly: a specific kind of anomaly occurs on multiple nodes in a distributed
database, e.g., the CPU bottlenecks occurring on both Nodes 2 and 3 in Figure 1.

• Compound anomaly: multiple anomalies occur on multiple nodes in a distributed
database. As shown in Figure 1, both I/O and CPU bottlenecks occur on Node 1,
and an I/O bottleneck and a CPU bottleneck occur on Nodes 2 and 3, respectively. This
is the most complicated anomaly in a distributed database. In the example, there are
two types of anomalies, I/O bottleneck and CPU bottleneck, which can be generated on
different nodes of the database.
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2.3 Anomaly diagnosis of distributed databases
To handle complex compound anomaly scenarios, we define the anomaly diagnosis of

distributed databases as a ranking problem. For a given distributed database DB = {vi}Ni=1

composed of N nodes vi, the performance metric Mi = {m1
i ,m

2
i , . . . ,m

d
i } corresponding to

each node is known, where d is the number of performance metrics, and mk
i represents the time

series formed by the k-th performance metric on node vi, 1 ≤ k ≤ d. Meanwhile, the possible
L anomaly types on each node are given, with the anomaly type set being A = {ab1, ab2, . . . ,
abL}.

The set R = {(vi, abj)m}Mm=1 of all possible anomalies in the database is constituted
by ⟨node, anomaly⟩ pairs with a total number of M = N × L. In the case of performance
anomalies in the database, the actual anomalies on different nodes will form a subset of R, i.e.,
RC ⊆ R, which represents the actual root cause set. The diagnosis method needs to generate
a Top-k sequence D = ((vi, abj)n)

k
n=1 composed of ⟨node, anomaly⟩ pairs as the diagnosis

result according to the performance metrics of the distributed database. Elements in the set RC

are needed to be included in the sequence D as much as possible and ranked as top as possible.
This definition of the diagnostic problem has the following advantages.

(1) It can cope with the multi-node diagnosis scenarios of distributed databases. Under
the traditional definition of the problem, although the existing classification method by
increasing labels can support distributed node diagnosis, the number of total classification
labels increases with the number of nodes, which makes it difficult to observe and analyze
anomaly types.

(2) It can diagnose complex anomalies in distributed scenarios, such as distributed
anomalies on nodes and compound anomalies. The final output result is a sequence
of ⟨node, anomaly⟩ pairs, which supports the result demonstration of anomalies on
different nodes, different anomaly types, and compound anomalies. In the results output
by DistDiagnosis, the anomalies judged to be of great importance will rank top. When
analyzing and utilizing DistDiagnosis, database administrators can check and conduct
recovery one by one in line with the ranking results of ⟨node, anomaly⟩ pairs.

3 Overview of Our Method
DistDiagnosis is an anomaly diagnosis method for distributed databases, which is outlined

in Figure 2.
In the actual online operation of databases, a large number of anomaly detection thresholds

are set based on experience or business requirements. Once a performance anomaly is found in
the database, a database alarm is generated. Then, DistDiagnosis first analyzes the performance
metrics of each node of the database and then adopts the graph-based anomaly modeling
technology for distributed databases to construct a compound anomaly graph describing the
current anomalous state of the database, which summarizes the anomaly probability of each
node and the correlations between nodes. Next, based on the compound anomaly graph, the
correlation-aware root cause ranking is applied to generate a root cause sequence in the form
of ⟨node, anomaly⟩ pairs as the diagnosis result. Finally, the database administrator performs
the anomaly troubleshooting on the database nodes based on the diagnosis result provided by
DistDiagnosis, fixes the problem, and restores the normal operation of the database.

In the overall diagnosis process, DistDiagnosis mainly includes two key technologies,
namely graph-based anomaly modeling for distributed databases and correlation-aware root
cause ranking, which are described as follows.

• Graph-based anomaly modeling for distributed databases
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Distributed database ① Graph-based anomaly modeling for distributed database

② Correlation-aware root cause ranking
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Figure 2 Structural schematic diagram of DistDiagnosis

DistDiagnosis constructs a compound anomaly graph for distributed databases. As an
abstraction of the relationship between database nodes, the compound anomaly graph can
capture the correlations between distributed database nodes and effectively describe the current
running state of the database. When constructing the compound anomaly graph, DistDiagnosis
makes each node of the database as a graph node in the compound anomaly graph. For each
node, DistDiagnosis conducts anomaly diagnosis at the single-node level, judges the probability
of various anomalies occurring on individual nodes, and takes the anomaly diagnosis result as
the graph node attribute of the compound anomaly graph. DistDiagnosis further utilizes the
performance metrics on the nodes to calculate correlations between nodes and takes the node
correlations as edge weights. In the final compound anomaly graph, the graph nodes represent
the anomalous state of the database nodes, and the edge weights between the graph nodes
represent the influence relationships between the database nodes.

• Correlation-aware root cause ranking
In this step, DistDiagnosis evaluates the influence of each node according to the correlations

between nodes and identifies the important nodes that influence the performance of the database.
Based on the generated compound anomaly graph, this method uses the unsupervised graph node
ranking method based on weighted PageRank[20] to calculate the influence score of each database
node. Afterward, DistDiagnosis ranks ⟨node, anomaly⟩ pairs according to the influence scores
of the nodes and the anomaly probability on each node. In the operation of a distributed database,
a stronger correlation of a metric with other nodes indicates that the node has higher importance
in the execution of queries, and it is more likely to become the root cause node when performance
anomalies occur. The correlation-aware root cause ranking method can effectively identify such
nodes and provide the final root cause sequence according to their influences.

4 Graph-based Anomaly Modeling for Distributed Databases
The expression of anomalies in traditional single-machine databases is relatively simple

because only the performance anomalies at the system level need to be considered. Generally,
one-dimensional anomaly vectors are enough to represent compound anomalies of the database,
of which each value corresponds to the occurrence probability of an anomaly type. However,
unlike single-machine scenarios, the performance anomalies in a distributed database as a
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whole may be the joint result of the anomalies generated on multiple nodes. Anomaly diagnosis
methods need to be able to perceive and locate anomalies at the node level. Additionally, complex
relationships between nodes exist in distributed databases. Thus, the anomaly diagnosis methods
need to consider the influence between nodes during diagnosis. To effectively describe the
anomaly situation of nodes in distributed scenarios and capture the interaction between nodes,
DistDiagnosis introduces the compound anomaly graph technology to model the anomalous
state of the distributed database.

4.1 Definition of compound anomaly graph
In DistDiagnosis, a compound anomaly graph is defined as a weighted undirected graph

G = (V,E,A,W ), where V = {vi}Ni=1, representing the set of graph nodes in the compound
anomaly graph. For a distributed database with N nodes, the number of graph nodes in the
compound anomaly graph is also N , and the graph nodes vi correspond to the database nodes.
For the sake of fully presenting the relationships of all nodes, G is a complete graph, and E

contains all edges between every two nodes in V . A = {ai}Ni=1 represents the set of node
attributes of graph nodes. The attribute ai of each node vi is a one-dimensional anomaly vector.
The anomaly vector represents the current running state of the node, and each value corresponds
to the occurrence probability of different types of anomalies. W is a set of edge weights, and its
elements wij represent the correlation between nodes vi and vj . Larger wij indicates the higher
correlation between the nodes vi and vj . During the construction of the compound anomaly
graph, it is necessary to calculate the attributes of each node with the node-level anomaly
diagnoser as well as the weights on each edge by using the node performance metrics.

In current anomaly diagnosis, graphs have been used to capture the correlations between
metrics, so as to discover the metrics with the greatest influence on performance anomalies
from a large number of performance metrics provided by the system. For instance, FluxInfer[21],
MicroCause[22], and MonitorRank[23] abstract individual metrics into graph nodes and locate
important metrics through graph node ranking. DistDiagnosis focuses on the diagnosis of
anomaly types of database nodes. For the given distributed database, the compound anomaly
graph G designed in this paper can effectively represent all the anomalous states of the database
nodes and the relationships between nodes, realizing the effective modeling of the running state
of the distributed database.

4.2 Node-level anomaly diagnoser
In the compound anomaly graph, the graph node attribute ai represents the anomaly

diagnosis result for node vi. To support the diagnosis of compound anomalies on nodes,
DistDiagnosis adopts a multi-label classification algorithm as the node-level anomaly diagnoser.

The input of the anomaly diagnoser is a multidimensional time series Mi = {m1
i ,m

2
i ,

. . . ,md
i } composed of performance metrics on OceanBase nodes vi. DistDiagnosis selects

40 performance metrics provided by OceanBase, such as structured query language (SQL)
statistics, performance statistics, and cache, and 20 host physical resource metrics monitored
by dstat, including CPU statistics, memory statistics, I/O statistics, and network statistics. The
performance metrics are collected at an interval of 5 s, and the metric time series within a time
window of 30 s is taken for diagnosis. In summary, for each metric time series mk

i , 1 ≤ k ≤ d,
the sampling interval is 5 s, and the total time is 30 s, with d = 60.

For L possible anomaly types {ab1, ab2, . . . , abL}, the output of the node anomaly
diagnoser is a L-dimensional vector ai = (score1i , score2i , . . . , scoreLi ), in which each
dimension of scoreli represents the probability that the node vi generates the anomaly abl of the
l-th type. DistDiagnosis uses XGBoost as the concrete model of the node anomaly diagnoser and
trains L binary classification models for predicting probability to realize simultaneous diagnosis
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of various anomaly types. To meet the input requirements of XGBoost, DistDiagnosis flattens
Mi into a one-dimensional vector.
4.2.1 Training of diagnoser

In the training stage, the database administrator needs to assist in the anomaly diagnosis
and training data annotation. When performance anomalies in the database occur, the database
administrator first defines the anomaly nodes manually and annotates the specific anomaly types
on the nodes. After the manual anomaly analysis, the diagnosis result of each node is added to
the training data of the node-level anomaly diagnoser. As more data are added, the node-level
anomaly diagnoser gradually generates more accurate prediction results and assist the database
administrator in diagnosis.

4.2.2 Prediction of graph node attributes
When using the node-level anomaly diagnoser to construct the compound anomaly graph,

the diagnoser generates the single-node anomaly vector for the database node as the node
attribute in the compound anomaly graph. The advantage of using the node-level anomaly
diagnoser is that it avoids the accuracy decline caused by high-dimensional inputs. In the use of
the compound anomaly graph technology, DistDiagnosis decomposes the complex multi-node
classification task into multiple single-node classification tasks. Because of no need to train
a complex diagnosis model to predict all nodes simultaneously, better diagnosis results are
achieved. In addition, distributed databases generally have the ability to expand or shrink the
capacity of nodes dynamically, allowing for the addition or removal of running nodes based
on containerized environments. Using a node-level anomaly diagnoser can better adapt to the
changes in the number of nodes in the clusters and improve the scalability of DistDiagnosis.

4.3 Node correlation calculation
In the compound anomaly graph, DistDiagnosis measures the correlations between nodes

through Pearson correlation coefficients[24], which can effectively calculate the influence
relationships between time series. For two time series x and y, their cross-correlation coefficient
is calculated as follows:

r(x, y) =

∑
(xi − x̄)(yi − ȳ)√∑

(xi − x̄)2
∑

(yi − ȳ)2
(1)

The corresponding performance metrics of the given nodes vi and vj are Mi = {m1
i ,

m2
i , . . . ,m

d
i } and Mj = {m1

j ,m
2
j , . . . ,m

d
j}, respectively. These performance metrics fully

reflect the current status of nodes and can be used to measure the running performance of
nodes. DistDiagnosis uses the correlations of performance metrics between nodes to represent
the correlations of execution performance and processing status between nodes. At the same
time, to comprehensively consider different metrics on database nodes, DistDiagnosis calculates
the average of the cross-correlation coefficients of each metric, which is taken as an edge weight
between two nodes, with calculation method shown below:

wij =
1

d

d∑
k=1

|r(mk
i ,m

k
j )| (2)

In the final compound anomaly graph, the edge weights between graph nodes represent the
influences between nodes of the distributed database. For the two nodes with a higher weight, the
correlation between performance metrics is higher during their running, which correspondingly
reflects the stronger correlation of performance during the operation of the database.
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5 Correlation-aware Root Cause Ranking
In the root cause analysis of anomalies, a simple way is to rank the ⟨node, anomaly⟩ pairs

directly according to the prediction probability of each anomaly. However, this approach has
certain shortcomings. It treats all nodes equally, completely depends on the anomaly detection
ability on the single-node level, and fails to consider the complex relationships between nodes in
the distributed database. In the distributed execution of user queries, some nodes have a greater
influence on the overall execution performance of database due to reasons such as data skew[25],
uneven division of partitioning keys[26], and execution plan operator placement[27]. To effectively
consider the correlations between nodes, we design the correlation-aware root cause ranking
technology. DistDiagnosis judges the influence of a node in the overall database according to the
correlations of metrics between nodes and carries out the final root cause ranking by combining
the influence and anomaly probability of each node.

5.1 Node correlation influence calculation
Firstly, the influence score of each node of the distributed database is calculated. In the

compound anomaly graph, each graph node corresponds to a node of the distributed database,
and an edge weight between nodes reflects the correlation of performance between two nodes.
By analyzing the influence of each graph node in the compound anomaly graph, the influence
and importance of each database node in the whole database can be obtained.

To effectively consider the whole compound anomaly graph when calculating the influence
of graph nodes, DistDiagnosis uses the weighted PageRank algorithm to calculate the influence
of each node. This algorithm is an unsupervised node ranking method on a weighted graph.
Different from the ordinary PageRank method, it can consider the differences caused by different
weights on each edge at the same time in the evaluation of graph nodes based on random walk.
For a node with a higher weight on an adjacent edge, the weighted PageRank algorithm yields
a greater influence and assigns a higher ranking to it. For each node vi, its influence calculated
by the weighted PageRank algorithm is as follows:

PR(vi) = (1− d) + d×
∑

vj∈N(vi)

PR(vj)× wij × wji (3)

whereN(vi) represent all the neighboring nodes of vi; d is a hyperparameter; wij is the outgoing
edge weight of vi; and wji is the incoming edge weight of vi.

Since the compound anomaly graph is an undirected graph, PR(vi) reduces to

PR(vi) = (1− d) + d×
∑

vj∈N(vi)

PR(vj)× w2
ij (4)

In each round of calculation of the influence score PR(vi), the edge weights of the node vi
and all its neighbors are aggregated and reflected in the final value of influence. For the nodes
with higher correlations with other database nodes, they have higher adjacent edge weights in the
compound anomaly graph. After the calculation by weighted PageRank, such important nodes
also get higher influence scores. The nodes with higher influence in the compound anomaly
graph have greater influences on database performance and are prone to becoming true root
cause nodes.

5.2 Root cause ranking
In the final root cause ranking, DistDiagnosis considers both the influence of each node and

its anomaly probability. In the ranking, the importance of each ⟨node, anomaly⟩ pair (vi, abl)
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is calculated by Eq. (5):

Importanceil = PR(vi)× scoreli (5)

which is the product of the influence of each node and the probability of the anomaly.
According to the importance score, DistDiagnosis ranks all possible ⟨node, anomaly⟩

pairs and forms a Top-k root cause diagnosis sequence D = ((vi, abj)n)
k
n=1 as the output root

cause analysis result. For a distributed database DB = {vi}Ni=1 composed of N nodes, if each
node may produce L kinds of anomalies, the maximum value of k is N × L.

Compared with the ranking directly based on the anomaly score scoreli of ⟨node, anomaly⟩
pair (vi, abl), the correlation-aware root cause ranking method effectively utilizes the compound
anomaly graph and also introduces the correlations between nodes through the weighted
PageRank algorithm. In the execution of the distributed database, the metric with stronger
correlations with other nodes represents the higher importance of the node in the query
execution process, and it is more likely to become a root cause node for performance anomalies.
Accordingly, its corresponding anomaly should be at the top of the final result. The correlation-
aware root cause ranking method can effectively identify such nodes and correct the root cause
diagnosis sequence according to their importance. The overall execution flow of DistDiagnosis
is described in Algorithm 1.

Algorithm 1. DistDiagnosis anomaly diagnosis algorithm.

Input: DB = {vi}Ni=1 nodes of the current distributed base;
M = {Mi}Ni=1: the performance metrics of each node;

Output: Root cause sequence D constituted by ⟨node, anomaly⟩ pair (vi, abl).
1. //Graph-based anomaly modeling for distributed database
2. for vi ∈ DB do
3. Graph node attribute calculation ai ← XGBoostClassifier(Mi), where ai = (score1i , score2i ,

. . . , scoreLi );
4. for vj ∈ DB and vj ̸= vi do
5. Adjacent edge weight calculation for node, wij ← (1/d)×

∑d
k=1 |r(mk

i ,m
k
j )|, where

mk
i ∈Mi, mk

j ∈Mj , r is the Pearson correlation coefficient;
6. end for
7. end for
8. //Correlation-aware root cause ranking
9. while PR(vi) change in each round is greater than a certain threshold, do
10. for vi ∈ DB do
11. PR(vi) = (1− d) + d×

∑
vj∈N(vi)

PR(vj)× w2
ij ;

12. end for
13. end while
14. for vi ∈ DB do
15. Importanceil ← PR(vi)× scoreli;
16. end for
17. D ← according to Importanceil, all (vi, abl) pairs are ranked;

6 Experimental Analysis
6.1 Experimental setting

To verify the effectiveness of DistDiagnosis in distributed database diagnosis, we conduct a
comparative experiment in multiple anomaly scenarios. This section introduces the experimental
settings.
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6.1.1 Experimental environment

This experiment is conducted in a distributed cluster composed of four Linux servers, and
the operating system is CentOS 7.9. The configuration of each server includes a 32-core AMD
EPYC Milan@2.55 GHz processor, 64 GB of memory, and 500 GB of solid state drive (SSD).
The domestic distributed database used in the experiment is OceanBase community version
4.3.0. Three servers are taken as OBServer nodes to deploy the OceanBase distributed cluster,
and the remaining one server is used for pressure test.

6.1.2 Anomaly types

Table 1 lists the anomaly types used in this experiment. Six anomaly types are selected by
referring to Refs [2, 3, 6] and considering the suggestions of OceanBase DBA.

Table 1 Common anomaly types in OceanBase
Anomaly type Description

CPU bottleneck Processes outside the database preempt CPU computational resources
of the node

I/O bottleneck Processes outside the database preempt I/O resources of the node
Network saturation Processes outside the database preempt network resources of the node
Cache bottleneck Cache size of OceanBase database node is insufficient
Heavy workload Concurrent requests of users and transactions are too large

Too many indexes Too many unnecessary indexes exist in the data table, affecting performance

Among these six anomaly types, the CPU bottleneck, the I/O bottleneck, the network
saturation, and the cache bottleneck can be triggered on one or more nodes underlying the
database. For heavy workload and too many indexes, their triggering can be reflected on all
nodes at the same time. For example, since the data table is stored in all nodes of the database,
the anomaly of too many indexes occurs on all nodes that store the data table when too many
indexes are established on the data table.

In the collection of anomaly data, the database runs TPC-C workload first, and then different
kinds of anomalies are triggered. For the CPU bottleneck and the I/O bottleneck, stress-
ng is used in this experiment to preempt the corresponding resources on the corresponding
node hosts. In the experiment, the cache bottleneck is triggered by adjusting the parameter
memstore_limit_percentage of a single node in OceanBase. The heavy workload is triggered by
sending a large number of concurrent requests. The network saturation is caused by the built-in
traffic control tool tc in Linux. Before the pressure test, we establish indexes on the data table
manually to trigger the anomaly of too many indexes.

6.1.3 Anomaly scenarios

According to the anomaly types in Table 1, we construct the following four test scenarios
for anomaly diagnosis:

• Single-node anomaly scenario: one of the three nodes in the distributed database generates
an anomaly in Table 1.

• Multi-node anomaly scenario: two of the three nodes in the distributed database generate
the same kind of anomaly.

• Single-node compound anomaly scenario: a node of a distributed database generates
different kinds of anomaly.

• Multi-node compound anomaly scenario: multiple nodes of a database generate
anomalies of different kinds.

Table 2 shows all the anomaly scenarios used in the test in detail.
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Table 2 Description of anomaly scenarios
Scenario No. Anomaly type Scenario description

Single-node
anomaly scenario

A1 CPU bottleneck Triggering CPU bottleneck on one node
A2 I/O bottleneck Triggering I/O bottleneck on one node
A3 Network saturation Triggering network saturationon one node
A4 Cache bottleneck Triggering cache bottleneck on one node

Multi-node
anomaly scenario

B1 CPU bottleneck Triggering CPU bottlenecks on two nodes
B2 I/O bottleneck Triggering I/O bottlenecks on two nodes
B3 Network saturation Triggering network saturation on two nodes
B4 Cache bottleneck Triggering cache bottlenecks on two nodes

Single-node compound
anomaly scenario

C1 CPU bottleneck + I/O
bottleneck

Triggering CPU bottleneck and I/O
bottleneck on one node

C2 CPU bottleneck + network
saturation

Triggering CPU bottleneck and network
saturation on one node

C3 I/O bottleneck + network
saturation

Triggering I/O bottleneck and network
saturation on one node

C4 Cache bottleneck + I/O
bottleneck

Triggering cache bottleneck and I/O
bottleneck on one node

Multi-node compound
anomaly scenario

W1 CPU bottleneck + heavy
workload

Triggering CPU bottleneck on one node and
heavy workload in database

W2 I/O bottleneck + heavy
workload

Triggering I/O bottleneck on one node and
heavy workload in database

W3 Network saturation + too many
indexes

Triggering network saturation on one node
and too many indexes in database

W4 Cache bottleneck + too many
indexes

Triggering cache bottleneck on one node and
too many indexes in database

6.1.4 Metric collection

The existing mainstream distributed databases all provide a comprehensive monitoring
system, which can detect various metrics of the whole system and the distributed nodes, including
detailed data of the operating system, transaction, disk, CPU, and other aspects. In the OceanBase
distributed database, there are more than 400 performance metrics available on each node.
However, some of these metrics are weakly related to database performance, providing little
help for database diagnosis. In this experiment, we manually select 40 key performance metrics
and also adopt 20 host performance metrics of CPU, memory, disks, and network statistics
which are provided by dstat, a Linux tool. During the collection of experimental data, a stress
test is conducted on the database to simulate its normal operation scenario, and the metrics of
each node of OceanBase are detected every 5 s, which are then stored in the form of time series.
For each specific anomaly scenario, 10 groups of data are collected by changing anomaly nodes
or changing the degree of anomaly triggering. Consequently, a total of 160 groups of anomaly
data are formed, and each group of data is 180 s long.

6.1.5 Baselines

In the experiment, we use the following baselines.
• DBSherlock: when diagnosing anomalies, it forms anomaly filtering predicates about

key metrics according to the anomaly areas specified by users and judges the anomalous
state according to the changes of metrics, which has strong interpretability.

• AutoMonitor: it diagnoses anomalies with the improved KNN algorithm, which can
effectively identify the changes of database metrics and analyze the anomaly type that
best matches the current running state of the database.

• XGBoost and RandomForest: referring to the baselines used in DBPA, we also use
other machine learning-based classifiers in this experiment, including XGBoost and
RandomForest.

For the distributed anomaly diagnosis problem studied in this paper, the diagnosis result
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is a sequence of ⟨node, anomaly⟩ pairs. However, the existing methods are not designed for
distributed anomaly diagnosis. To migrate the baselines to the distributed diagnosis scenarios,
we train multiple binary classifiers for DBSherlock, XGBoost, and RandomForest to predict
each ⟨node, anomaly⟩ pair. Then the ⟨node, anomaly⟩ pairs predicted by the methods are
formed into a diagnosis sequence by their prediction scores from high to low. The relative
rankings of those with the same prediction scores are random. The anomaly diagnosis method
of AutoMonitor based on KNN can support scoring different anomaly types, thus directly
enabling the generation of the anomaly diagnosis sequence.

6.1.6 Evaluation indexes

In this experiment, Precision@k and AC@k are used to evaluate the diagnostic performance
of different methods, which are widely applied in existing work[21, 22, 28]. Precision@k represents
the accuracy of containing correct root causes in the first k diagnosis results, while AC@k
represents the average accuracy in multiple anomaly cases. The diagnostic accuracy of case c

in a given anomaly scenario set C is

Precision@k =

∑
i<k D

c[i] ∈ Rc

min(k, |Rc|) (6)

For the whole anomaly scenario set C, AC@k is

AC@k =
1

|C|
∑
c∈C

Precision@k (7)

whereRc is the actual root causes of the anomaly case; |Rc| and |C| are the numbers of elements
in Rc and C, respectively; and Dc[i] represents the i-th root cause in sequence Dc which is the
result of the root cause analysis.

6.2 Effect comparison and analysis
6.2.1 Single-node anomaly scenarios

Table 3 shows the Precision@k values of different methods in four single-node anomaly
scenarios, and Figure 3 displays the AC@k values of the methods in single-node anomaly
scenarios.

Table 3 Comparison of Precision@k among different methods in single-node anomaly scenarios

Anomaly scenario A1 A2 A3 A4
k = 1 k = 3 k = 5 k = 1 k = 3 k = 5 k = 1 k = 3 k = 5 k = 1 k = 3 k = 5

DBSherlock 0.83 0.86 0.86 0.77 0.79 0.80 0.68 0.73 0.79 0.43 0.55 0.63
AutoMonitor 0.83 0.90 0.95 0.83 0.88 0.89 0.62 0.77 0.84 0.48 0.57 0.71

RandomForest 0.84 0.84 0.84 0.94 0.95 0.95 0.77 0.85 0.92 0.88 0.91 0.93
XGBoost 0.80 0.80 0.80 0.95 0.95 0.95 0.79 0.88 0.90 0.74 0.80 0.87

DistDiagnosis 1.00 1.00 1.00 1.00 1.00 1.00 0.81 0.94 0.96 0.82 0.82 0.86

In single-node anomaly scenarios, the experimental data reflect that the diagnostic
performance of DistDiagnosis is generally superior to other baselines. DistDiagnosis has certain
advantages in detecting anomalies on single nodes of the distributed database and can effectively
locate the anomalous node among multiple nodes. In the diagnosis of CPU bottleneck (A1) and
I/O bottleneck (A2), DistDiagnosis effectively leverages node-level system performance metrics,
and its diagnostic performance significantly outperforms that of other methods. Compared with
the second-best method RandomForest, DistDiagnosis improves AC@1, AC@3, and AC@5 by
0.05, 0.05, and 0.04, respectively in single-node anomaly scenarios.
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Figure 3 Comparison of AC@k among different methods in single-node anomaly scenarios

6.2.2 Multi-node anomaly scenarios
Table 4 and Figure 4 present the Precision@k and AC@k of different methods in four

multi-node anomaly scenarios.

Table 4 Comparison of Precision@k among different methods in multi-node anomaly scenarios

Anomaly scenario B1 B2 B3 B4
k = 1 k = 3 k = 5 k = 1 k = 3 k = 5 k = 1 k = 3 k = 5 k = 1 k = 3 k = 5

DBSherlock 0.82 0.83 0.84 0.84 0.88 0.92 0.73 0.75 0.80 0.65 0.73 0.77
AutoMonitor 0.84 0.93 0.93 0.83 0.85 0.90 0.85 0.84 0.94 0.85 0.90 0.92

RandomForest 0.98 0.98 1.00 0.96 0.95 1.00 0.95 0.97 0.97 0.87 0.88 0.88
XGBoost 1.00 0.98 1.00 0.95 0.97 1.00 0.96 0.97 0.97 0.88 0.90 0.90

DistDiagnosis 1.00 1.00 0.97 0.97 1.00 1.00 0.96 0.98 0.98 0.93 0.92 0.94
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Figure 4 Comparison of AC@k among different methods in multi-node anomaly scenarios

Experimental results demonstrate that DistDiagnosis can still effectively diagnose anomalies
when they occur on multiple nodes in the distributed database. In these anomaly scenarios,
DistDiagnosis can basically achieve optimal or near-optimal results, demonstrating strong
generalizability. In regard to the average diagnostic effects of multi-node anomaly scenarios,
the AC@1, AC@3, and AC@5 of DistDiagnosis reach 0.96, 0.98, and 0.98, respectively,
which outperform all the baselines (cf. Figure 4). When calculating the compound anomaly
graph, DistDiagnosis can consider the performance correlations between nodes and extract the
final ranking result according to the performance correlations. Meanwhile, when diagnosing
anomalies for each node, DistDiagnosis adopts an anomaly diagnoser at the node level, which can
effectively avoid the noise and interference caused by metrics of other nodes when diagnosing
multiple nodes at the same time, thus providing more accurate diagnosis results.

6.2.3 Single-node compound anomaly scenarios
Table 5 and Figure 5 show the effects of different diagnosis methods in the single-

node compound anomaly scenarios. In these scenarios, the AC@1, AC@3, and AC@5 of
DistDiagnosis can reach 0.97, 0.98, and 0.98, which are 0.03, 0.05, and 0.04 higher than those
of the second-best method RandomForest, respectively. In summary, DistDiagnosis still has
certain advantages in the scenarios similar to compound anomalies in traditional single-machine
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databases. The proposed method has versatility in the diagnostic scenarios it can handle, making
it capable of addressing various diagnostic tasks.

Table 5 Comparison of Precision@k among different methods in single-node compound
anomaly scenarios

Anomaly scenario C1 C2 C3 C4
Precision@k k = 1 k = 3 k = 5 k = 1 k = 3 k = 5 k = 1 k = 3 k = 5 k = 1 k = 3 k = 5
DBSherlock 0.83 0.85 0.84 0.68 0.71 0.74 0.62 0.64 0.68 0.55 0.57 0.67
AutoMonitor 0.81 0.86 0.88 0.70 0.76 0.77 0.65 0.70 0.78 0.50 0.58 0.70

RandomForest 0.82 0.89 0.89 1.00 0.96 0.96 0.93 0.95 0.97 0.94 0.87 0.95
XGBoost 0.90 0.92 0.93 0.92 0.92 0.94 0.97 0.97 0.97 0.93 0.93 0.94

DistDiagnosis 0.93 0.98 0.98 1.00 1.00 1.00 1.00 0.98 0.98 0.94 0.97 0.97
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Figure 5 Comparison of AC@k among different methods in single-node compound anomaly scenarios

6.2.4 Multi-node compound anomaly scenarios
Table 6 and Figure 6 show the results of different diagnosis methods in multi-node

compound anomaly scenarios. In these scenarios, DistDiagnosis has obvious advantages. The
AC@1, AC@3, and AC@5 of DistDiagnosis can reach 0.90, 0.91, and 0.92, which are 5.20%,
5.45%, and 4.46% higher than those of XGBoost, respectively (cf. Figure 6). As for AC@1,
which is associated with only the first anomaly diagnosis term, there is a gap of 0.05 between
DistDiagnosis and the second-best method XGBoost. This shows that DistDiagnosis can still
maintain its ability to accurately identify anomalies in multi-node compound anomaly scenarios
and select the most likely root cause as the first ranking for users.

Table 6 Comparison of Precision@k among different methods in multi-node compound
anomaly scenarios

Anomaly scenario W1 W2 W3 W4
k = 1 k = 3 k = 5 k = 1 k = 3 k = 5 k = 1 k = 3 k = 5 k = 1 k = 3 k = 5

DBSherlock 0.64 0.69 0.75 0.83 0.83 0.92 0.53 0.53 0.61 0.57 0.61 0.73
AutoMonitor 0.72 0.73 0.76 0.69 0.73 0.89 0.72 0.82 0.87 0.55 0.53 0.74

RandomForest 0.88 0.90 0.90 0.86 0.91 0.91 0.81 0.81 0.88 0.73 0.78 0.82
XGBoost 0.93 0.93 0.95 0.88 0.88 0.88 0.90 0.90 0.91 0.75 0.75 0.80

DistDiagnosis 0.90 0.92 0.93 0.95 0.95 0.95 0.92 0.96 0.97 0.81 0.84 0.84
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Figure 6 Comparison of AC@k among different methods in multi-node compound anomaly scenarios
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6.3 Ablation experiment

Table 7 presents the the ablation experiment, in which DistDiagnosis-w/o-CR stands for the
DistDiagnosis method without the use of the correlation-aware root cause ranking technology.

Table 7 Comparison of AC@k among DistDiagnosis-w/o-CR, XGBoost, and DistDiagnosis
Anomaly scenario Method AC@1 AC@3 AC@5

Single-node anomaly
scenario

XGBoost 0.82 0.86 0.88
DistDiagnosis-w/o-CR 0.88 0.93 0.91

DistDiagnosis 0.91 0.94 0.95

Multi-node anomaly
scenario

XGBoost 0.95 0.95 0.97
DistDiagnosis-w/o-CR 0.95 0.96 0.96

DistDiagnosis 0.97 0.98 0.97

Single-node compound
anomaly scenario

XGBoost 0.93 0.93 0.94
DistDiagnosis-w/o-CR 0.94 0.94 0.85

DistDiagnosis 0.97 0.98 0.98

Multi-node compound
anomaly scenario

XGBoost 0.85 0.86 0.88
DistDiagnosis-w/o-CR 0.90 0.90 0.91

DistDiagnosis 0.89 0.92 0.92

The experimental results show the followings. 1) Although XGBoost is used as the single-
node diagnoser in the proposed method, DistDiagnosis and DistDiagnosis-w/o-CR present
better results than XGBoost. This is because of the proposed anomaly modeling technology.
DistDiagnosis and DistDiagnosis-w/o-CR diagnose the anomaly types of each node through
single-node metrics, which avoids high-dimensional input when all metrics of the database are
processed at the same time. 2) In most scenarios, the proposed correlation-aware root cause
ranking technology can improve the diagnostic effect. In single-node anomaly, multi-node
anomaly, and compound anomaly scenarios, the diagnostic effect of DistDiagnosis can surpass
that of DistDiagnosis-w/o-CR in all aspects.

6.4 Analysis of the impact of DistDiagnosis overhead on database
performance

To verify the influence of the extra overhead caused by DistDiagnosis on OceanBase
performance, we compare transaction processing performance of the database before and after
the use of DistDiagnosis. Figure 7 shows the transactions per minute (TPM) of OceanBase
during its execution of TPC-C under different conditions. In the figure, OceanBase represents
the performance of the database without the use of DistDiagnosis. OceanBase-w-Monitor
represents the performance of the database when DistDiagnosis is used to collect performance
metrics and no diagnostic operation is performed. It simulates an application scenario in which
DistDiagnosis is used but diagnosis is not triggered. As for OceanBase-w-Diagnosis, complete
DistDiagnosis diagnosis is performed when the performance metrics are collected each time.
The diagnosis operation is undertaken by a node in the cluster, and this simulates a scenario in
which a heavy diagnosis task is performed.

The performance overhead of DistDiagnosis to collect performance metrics is minimal
across various TPC-C warehouse numbers. Compared with OceanBase, OceanBase-w-Monitor
faces performance decline by 0.72% at most, which has almost no influence on performance.
Moreover, even if DistDiagnosis performs diagnosis continuously, OceanBase-w-Diagnosis has
only a little performance loss. Compared with OceanBase, the performance of OceanBase-w-
Diagnosis declines by merely 1.17% at most, which indicates DistDiagnosis does not generate
too much extra performance overhead, and it can assist in diagnosis of online systems.
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Figure 7 Influence of DistDiagnosis on database performance under different warehouse numbers

6.5 Influence of adding new nodes in cluster on diagnostic effect
To demonstrate the advantage of DistDiagnosis in adapting to the change in database node

number, we investigate the diagnostic performance of DistDiagnosis when new nodes are added
to the database cluster. The configuration of the newly added nodes is the same as that of the
existing nodes in the cluster. Table 8 shows the diagnostic results after new nodes are added.
DistDiagnosis-3 stands for the situation that training is conducted using anomaly data from
the original three-node cluster, and the diagnosis test is perform on the new cluster. As for
DistDiagnosis-4, the node anomaly diagnoser is trained with the anomaly data in the new cluster
environment. Other comparison methods cannot be directly transferred and must be trained
in the new cluster. The anomaly data in the new cluster are collected in the same way as in
Section 6.1 (4).

Table 8 Demonstration of DistDiagnosis after adding a new node

Anomaly scenario A1 B1 C1 W1
k = 1 k = 3 k = 5 k = 1 k = 3 k = 5 k = 1 k = 3 k = 5 k = 1 k = 3 k = 5

RandomForest 0.75 0.75 0.75 0.78 0.78 1.00 0.62 0.62 0.65 0.70 0.98 1.00
XGBoost 0.75 0.75 0.75 0.80 1.00 0.80 0.69 0.69 0.69 0.71 1.00 1.00

DistDiagnosis-3 0.96 1.00 1.00 1.00 1.00 1.00 0.48 0.88 0.90 0.97 1.00 1.00
DistDiagnosis-4 1.00 1.00 1.00 1.00 1.00 1.00 0.83 0.88 0.88 1.00 1.00 1.00

The results in the table indicate that DistDiagnosis can still maintain a good diagnostic
performance when the number of nodes in the cluster changes. In scenarios A1, B1, and
W1, the performance of DistDiagnosis-3 which directly migrated from the three-node cluster
outperforms other methods. Although its performance in the C1 scenario is slightly inferior,
the diagnosis methods designed for the global node metrics need to collect the anomaly data of
the new cluster again and conduct retraining when the cluster scale changes. Benefiting from
the adopted node-level diagnoser, DistDiagnosis can directly diagnose the newly added nodes,
enhancing the generalizability of the method in different anomaly scenarios of the distributed
database. Additionally, after the anomaly data in the new cluster are obtained, DistDiagnosis
can be retrained to improve accuracy, with DistDiagnosis-4 achieving the best performance in
all four scenarios.

6.6 Comparative experiment of diagnostic effect in clusters of different
scales

This section shows the diagnostic performance of DistDiagnosis in database clusters of
different scales. The node configuration in the clusters is consistent with that in the above
experiments, with the node number set as 3, 5, 7, and 9. In the experiment, the adopted four
anomaly scenarios are the same as those in Section 6.5. For each cluster size, each diagnostic
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method is trained and tested using anomaly data from the corresponding cluster. Figure 8 shows
the changes in AC@k of different methods.

ACAC AC

Figure 8 Comparison of diagnostic methods in clusters of different scales

AutoMonitor and DBSherlock perform the worst among all the methods, with their
diagnostic performance significantly decreasing as the number of nodes increases. This is
because with the increase in the number of corresponding metrics, the classification technologies
based on the nearest neighbor or space division are easily influenced by the high dimension of the
input variables, which leads to worse classification results. In contrast, DistDiagnosis can still
maintain the best diagnostic effect when the number of nodes in the cluster increases gradually.
Even in a cluster with 9 nodes, the average AC@1, AC@3, and AC@5 of DistDiagnosis can reach
0.94, 0.96, and 0.97, which are 0.06, 0.12, and 0.08 higher than those of the second-best method
RandomForest, respectively. This demonstrates the strong adaptability of the DistDiagnosis
method across database clusters of different scales.

6.7 Case analysis
Figure 9 shows examples of the output results of different methods in the case of the multi-

node compound anomalies of CPU bottleneck and heavy workload in the database. In the left
part of the figure, the weights on the adjacent edges of each node are the edge weights of the
compound anomaly graph generated by DistDiagnosis.

Node 1. CPU bottleneck 

Node 1. Heavy workload 

Node 2. Heavy workload

Node 2. CPU bottleneck 

Node 3. Heavyworkload

...

DistDiagnosis

CPU bottleneck
Node 1   

 Heavy workload

Node 2 
Heavy Workload

Node 3
Heavy Workload

0.74 0.70

0.68

... ...

DistDiagnosis-w/o-CR XGBoost

Node 2. Heavy workload 

Node 2. CPU bottleneck 

Node 1. CPU bottleneck

Node 1. Heavy workload 

Node 3. Heavy workload

Node 1. CPU bottleneck 

Node 1. I/O bottleneck 

Node 3. I/O bottleneck

Node 2. Database backup 

Node 3. Heavyworkload

Figure 9 Output results of different methods in the case of multi-node compound anomalies of CPU
bottleneck and heavy workload

In this anomaly scenario, all nodes in the database generate heavy workload at the same
time. Node 1 additionally generates CPU bottleneck, which is an important node in this anomaly.
As shown in the figure, when DistDiagnosis calculates correlations between nodes as the edge
weights, the weight of the adjacent edge of Node 1 is the highest, which corresponds to its
importance in the current anomaly. Using the correlation-aware root cause ranking technology,
DistDiagnosis can adjust the ranking results depending on the importance score of the node
when making the final ranking, so as to realize that the top three in the result sequence are
all correct root causes. As DistDiagnosis-w/o-CR treats Node 1 and Node 2 equally, it places
the wrong anomaly ⟨Node 2,CPU bottleneck⟩ at a higher position. In this case, XGBoost
wrongly identifies the I/O bottlenecks on Node 1 and Node 3. DistDiagnosis yields the best
results.
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7 Summary and Future Work
In this paper, we studied the anomaly diagnosis of distributed databases and proposed

a diagnosis method, DistDiagnosis, which can diagnose compound anomalies on nodes of
distributed databases. This method uses the compound anomaly graph to model the anomalous
state of distributed databases. It can effectively capture the interactions between nodes while
representing anomalies on each node. DistDiagnosis introduces a correlation-aware root cause
ranking method, which is capable of effectively locating root causes according to the influence
of nodes on the whole database. To verify the effectiveness of this method, we constructed
anomaly test cases in different scenarios on OceanBase, a domestic distributed database. The
experimental results showed that DistDiagnosis is superior to other compared methods, and the
highest AC@1, AC@3, and AC@5 reached 0.97, 0.98, and 0.98, which are increased by 5.20%,
5.45%, and 4.46%, respectively, compared to those of the second-best method.

At present, there is still room for DistDiagnosis improvement. First, DistDiagnosis achieves
optimal diagnostic performance when applied to nodes with identical hardware specifications.
When the resource specifications of nodes differ, DistDiagnosis needs to train different node-
level diagnosers for each type of node to handle the variation. The future research will focus
on designing a more general diagnosis approach for distributed databases, so that DistDiagnosis
can better support the diagnosis of heterogeneous nodes and nodes of different specifications.
Additionally, the performance metrics used in this method depend on the selection of database
experts by manual experience, which has limitations in evaluating the importance of the metrics.
The next step for DistDiagnosis is to design an automatic performance metric selection technique
and dynamically adjust the impact of these metrics on the diagnostic results based on their
importance.
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